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Abstract

Algorithmic bias is one of the new patterns of racial discrimination based mainly on gender,
race, age, or other reasons for discrimination between humans. The severity of bias in
algorithms has escalated coinciding with the widespread use of electronic platforms, search
engines, and major technology companies on the occasion of their work in big data on the
Internet, in Many fields, especially the field of work and employment, health care, credit,
predictive criminal justice, and electronic marketing. The scope of the risks of algorithmic
bias expands not only due to the rapid spread of the use of algorithms, but also due to the
lack of transparency about their working mechanism, the secrecy of their design, and the
difficulty of monitoring or auditing them. Since the law is a reflection of societal phenomena,
the growing phenomenon of algorithmic bias calls into question the extent of the validity of
traditional criminal legal rules to apply to it, or does this modern form of racial
discrimination require legislative intervention to give it a criminal character in order to
uphold the principle of equality not only in material reality but also in the Internet
environment.

Keywords: Algorithmic bias - Algorithmic justice - Racial discrimination - Algorithmic
Accountability Act - Digital Services Act.
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®) 18 U.S. Code § 245 — Federally protected activities; (b)Whoever, whether or not acting under color of law,

by force or threat of force willfully injures, intimidates or interferes with, or attempts to injure, intimidate or
"interfere with— ...
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®) Fourteenth Amendment to the US Constitution, Section 1; “All persons born or naturalized in the United
States, and subject to the jurisdiction thereof, are citizens of the United States and of the State wherein they
reside. No State shall make or enforce any law which shall abridge the privileges or immunities of citizens
of the United States; nor shall any State deprive any person of life, liberty, or property, without due process
of law; nor deny to any person within its jurisdiction the equal protection of the laws”.
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(@ A good parson once said that where mystery begins religion ends. Cannot | say, as truly at least, of human

Edmund Burke (1729-97), Irish philosopher, statesman. A laws, that where mystery begins justice ends?

-9-2023, On this website;12Vindication of Natural Society (1756). Accessed
http://www]1.udel.edu/CRJU/dgulick/quote.htm
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@ Regulation (EV) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
.Market For Digital Services

. Article 33:® Regulation (EU) 2022/2065

-2023, On 8-9® A guide to the Digital Services Act, the EU’s new law to rein in Big Tech, article, Accessed
this website; https://algorithmwatch.org/en/dsa—-explained/
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Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and amending Directives (EU) 2019/1937 and (EU)

2020/1828 (Digital Markets Act)

@ Article 37 ; Independent audit ; 1. Providers of very large online platforms and of very large online search

engines shall be subject, at their own expense and at least once a year, to independent audits to assess
compliance with the following:

(a) the obligations set out in Chapter IlI;

(b) any commitments undertaken pursuant to the codes of conduct referred to in Articles 45 and 46 and the

crisis protocols referred to in Article 48........

®) Article 40; Data access and scrutiny ;1. Providers of very large online platforms or of very large online search

engines shall provide the Digital Services Coordinator of establishment or the Commission, at their reasoned

request and within a reasonable period specified in that request, access to data that are necessary to monitor

and assess compliance with this Regulation.
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(3) By 4 months after notification of the designated decisions, the designated platforms and search engines
need to adapt their systems, resources, and processes for compliance, set up an independent system of
compliance and carry out, and report to the Commission, their first annual risk assessment. Digital Services
Act: Commission designates first set of Very Large Online Platforms and Search Engines, Accessed 8-9—

2023, On this website;

https://ec.europa.eu/commission/presscorner/detail/en/IP_23 2413
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(%) For online platforms, they must publish their number of active users by 17 February 2023. If the platform or
a search engine has more than 45 million users (10% of the population in Europe), the Commission will
designate the service as a very large online platform or a very large online search engine. These services
will have 4 months to comply with the obligations of the DSA, which includes carrying out and providing the
Commission with their first annual risk assessment. EU Member States will have to appoint Digital Services
Coordinators by 17 February 2024, when also platforms with less than 45 million active users have to
comply with all the DSA rules. The Digital Services Act package ,Shaping Europe’s digital future ,Accessed
8-9-2023, On this website; https://digital-strategy.ec.europa.eu/en/policies/digital-services—act—package

2024 42 ) L 53l dxals /SEN) 5 alal) Condl 52lee cila sine 3 inll aaen ©


https://ec.europa.eu/commission/presscorner/detail/en/IP_23_2413
https://ec.europa.eu/commission/presscorner/detail/en/IP_23_2413
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package

iy pid] aoMow g0 .. aduol awl,s (Algorithmic bias) swes,lezd! samdl oo,z

il e Jls A" systemic risks" dsUaill plalaall (e ddlide il 4 53l 2as
Ldll a5 (D)l ol ge 30 80818283 3 sall on s i i) e dad il Gl S jaa
sl Glaal) Il Adag pal) Hhlaall Au0) ) @) Sl e s sine i Adag el hlal ;1Y)
Iy 8 Lay ecla slaall g uenl) Ay a5 Al Y] Al SIS Al W) (3 siadl A jlas o daadll o sidll
6M‘ ed‘: Lsﬁ é;j\} ‘Q\..l\.\.\l\ :\.;ILQA) 63%1;1‘) :\..L.._sa‘j__saﬂ\ LES é;j\} ‘K;ama_ﬂ\) ev\.{:}” d:IL.._uj :\.J)A
Dhalaal) A A8 @d ) ) Al Aadail) ave ol e Ui 8 il cellen o) Bulaa g cJalall (3 g8a g
Ll Lol @aladl Y15 A AmY) clleall s Aokl jiaall o Gad siall ol ddedll 0l o) HEYL ddag yal)
OJULY 5 ¢ paldll 5 dalall dnall o obudl 3l dag yall lalad) 15 A Y0 5 dxyl )

e dad il danll GIS sy laiall edie e 4l jlaaY) o) e (e 84 Bkl
L) o) s dallaay avia e 3 5l " systemic risks” dxelaid) jhlaa) sda ausi xie < yiY)
B Al e sall Akl apen Gl A Ly «©) lalaall o2 adai b aals 38 ) gAY aliall

Aslaial) 5 ga 5 dnlid] Lad JSI Jgumd 5 e ey o 8ldl) (e Jich (530 33k 93 5 ¢ laa¥l dlsa e sale 156 (e oilall (p5<5 aa®
-4

Al gl sl e Al Gl §f JULYI e il oluie Y] dlse 55 Jie ¢ jlaal) dse e 80 salal) aile cuai Lo 5242
@l ()l gy 8y shaadl) cileaal) ol culaiial) ay e Al e Aadil dujlaas cdilia aiha 8 agilead aladind 5o L) (e
Lol e IS g Sl ) @llgal) o salial S sylal) chlatiall Gl Ly ¢ idagl) o0l

Four categories of systemic risks should be assessed in—-depth by the providers of very large online (80)'
platforms and of very large online search engines. A first category concerns the risks associated with the
dissemination of illegal content, such as the dissemination of child sexual abuse material or illegal hate
..... ",speech or other types of misuse of their services for criminal offences, and the conduct of illegal activities

A second category concerns the actual or foreseeable impact of the service on the exercise of ' (81)
fundamental rights, as protected by the Charter, including but not limited to human dignity, freedom of
expression and of information, including media freedom and pluralism, the right to private life, data protection,
the right to non-discrimination, the rights of the child and consumer protection. Such risks may arise, for
example, in relation to the design of the algorithmic systems used by the very large online platform or by the
....".very large online search engine

A third category of risks concerns the actual or foreseeable negative effects on democratic processes, ' ) (82)
..."civic discourse and electoral processes, as well as public security..

A fourth category of risks stems from similar concerns relating to the design, functioning or use, including " ® (83)
through manipulation, of very large online platforms and of very large online search engines with an actual
or foreseeable negative effect on the protection of public health, minors and serious negative consequences
to a person's physical and mental well-being, or on gender-based violence. Such risks may also stem from
coordinated disinformation campaigns related to public health, or from online interface design that may
.."'stimulate behavioral addictions of recipients of the service..
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Given the scope and impact of societal risks that may be caused by very large online platforms and very large

online search engines, the need to address those risks as a matter of priority and the capacity to take the
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necessary measures, it is justified to limit the period after which this Regulation starts to apply to the providers
of those services.

When assessing such systemic risks, providers of very large online platforms and of very large online " @ (84)
search engines should focus on the systems or other elements that may contribute to the risks, including all
the algorithmic systems that may be relevant, in particular their recommender systems and advertising
systems, paying attention to the related data collection and use practices.

Providers of very large online platforms and of very large online search engines should also be diligent " @ (88)
.".in the measures they take to test and, where necessary

NVl 8 Al Al Al bl Jlel) aaa o gsiadl Jaal) eyl e %1 35as ¥ il dahe Ll sald) @l Ls®
o) 67 5ol ASaY Adllal Allas S ALIS e ff damia e Glaghes aaii =1 1 a5 ad (e 5 aial e CulS olsu Baaas
€69 52l See il g 53

€69 5alally Slae (gl g pumaadl) (b sanad) yill A iy lasheal) alla e 3 pae =2

e ady o il o 35l DA il sal) aaf Lees ) Alladl §f ALISH ye sl dsgaiall e lesbeal) masaal ae =3
LIS Cilaglae

€69 salally See ugiill g pumd) iy —4

¢72 salally See Ziall \ghadie) A il QUi a2e =5

(4) 5588 79 53lll See Lalll Gile LY Jgeasl) Jag i oEN) p2e —6

@) Article 74 ; Fines ; 1. In the decision referred to in Article 73, the Commission may impose on the provider
of the very large online platform or of the very large online search engine concerned fines not exceeding 6
% of its total worldwide annual turnover in the preceding financial year where it finds that the provider,
intentionally or negligently:

(a) infringes the relevant provisions of this Regulation;..... ».
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In order to appropriately monitor and assess the compliance of very large online platforms and of very (96)
large online search engines with the obligations laid down by this Regulation, the Digital Services Coordinator
of establishment or the Commission may require access to or reporting of specific data, including data related
to algorithms. Such a requirement may include, for example, the data necessary to assess the risks and
possible harms brought about by the very large online platform’s or the very large online search engine’s
systems, data on the accuracy, functioning and testing of algorithmic systems for content moderation,
recommender systems or advertising systems, including, where appropriate, training data and algorithms, or
data on processes and outputs of content moderation or of internal complaint—handling systems within the
meaning of this Regulation. Such data access requests should not include requests to produce specific
information about individual recipients of the service for the purpose of determining compliance of such
recipients with other applicable Union or national law. Investigations by researchers on the evolution and
severity of online systemic risks are particularly important for bridging information asymmetries and
establishing a resilient system of risk mitigation, informing providers of online platforms, providers of online
search engines, Digital Services Coordinators, other competent authorities, the Commission and the public.

(@ DSA enforcement: Commission launches European Centre for Algorithmic Transparency,
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To direct the Federal Trade Commission to require entities that use, store, or share personal ) A BILL
information to conduct automated decision system impact assessments and data protection impact
assessments.

@ Article (2) AUTOMATED DECISION SYSTEM IMPACT ASSESSMENT.—The term “automated decision
system impact assessment” means a study evaluating an automated decision system and the automated
decision system’s development process, including the design and training data of the automated decision
system, for impacts on accuracy, fairness, bias, discrimination, privacy, and security that includes, at a
minimum-

(A) a detailed description of the automated decision system, its design, its training, data, and its purpose; ..... ”

3) Article (3) COMMISSION.—The term “Commission” means the Federal Trade Commission.

@ Article (8) HIGH-RISK INFORMATION SYSTEM.—The term “high-risk information system” means an

information system that—
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(A) taking into account the novelty of the technology used and the nature, scope, context, and purpose of the
information system, poses a significant risk to the privacy or security of personal information of consumers;

@ Article (5) COVERED ENTITY.—The term “covered entity” means any person, partnership, or corporation
over which the Commission has jurisdiction under section 5(a)(2) of the Federal Trade Commission Act (15
U.S.C. 45(a)(2) that—....."

@ SEC. 3, Article (1), (D) ; « require each covered entity to reasonably address in a timely manner the results
of the impact assessments under subparagraphs (A) and (B) »

@) SEC. 3, Article (e) Enforcement By States.

@ (d) Enforcement By The Commission.—

(1) UNFAIR OR DECEPTIVE ACTS OR PRACTICES.—A violation of subsection (a) shall be treated as a
violation of a rule defining an unfair or deceptive act or practice under section 18(a)(1)(B) of the Federal

Trade Commission Act (15 U.S.C. 57a(a)(1)(B)- ----- ”
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(@ Federal Trade Commission Act, Section 5: Unfair or Deceptive Acts or Practices, Accessed 10-9-2023, On
this website;

https://www.federalreserve.gov/boarddocs/supmanual/cch /200806 /ftca.pdf

What happens next in the housing discrimination case against Facebook? Apr 2, 2019, @ By Adi Robertson,
Accessed 10-9-2023, On this website;
https://www.theverge.com/2019/4/2/18286660 /facebook—hud-housing—discrimination-case—section-230-

legal-defense

®) “When algorithms determine who goes to college, who gets healthcare, who gets a home, and even who
goes to prison, algorithmic discrimination must be treated as the highly significant issue that it is. These large
and impactful decisions, which have become increasingly void of human input, are forming the foundation of
our American society that generations to come will build upon. And yet, they are subject to a wide range of
flaws from programing bias to faulty datasets that can reinforce broader societal discrimination, particularly
against women and people of color. It is long past time Congress act to hold companies and software
developers accountable for their discrimination by automation,” , Accessed 10-9-2023, On this website;

https://www.wyden.senate.gov/news /press—releases/wyden—booker—and-clarke-introduce—algorithmic—

accountability—act-of-2(022-to-require-new-transparency—and-accountability—for-automated-decision—

systems
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https://www.wyden.senate.gov/imo/media/doc/2022-02-
03%20Algorithmic%20Accountability%200f%202022%20Section-by-section%20(SxS).pdf
(A) IN GENERAL.—The term “covered entity” means any person, partnership, or @ (7) COVERED ENTITY.—

corporation over which the Commission has jurisdiction under section 5(a)(2) of the Federal Trade
Commission Act (15 U.S.C. 45(a)(2)—

(i) that deploys any augmented critical decision process

@ (9) DEPLOY.—The term “deploy” means to implement, use, or make available for sale, license, or other
commercial relationship.

® (8) CRITICAL DECISION.—The term “critical decision” means a decision or judgment that has any legal,
material, or similarly significant effect on a consumer's life relating to access to or the cost, terms, or
availability of—

(A) education and vocational training, including assessment, accreditation, or certification; .....".

@ (E) an evaluation of any differential performance associated with consumers' race, color, sex, gender, age,
disability, religion, family status, socioeconomic status, or veteran status, and any other characteristics the
Commission deems appropriate (including any combination of such characteristics) for which the covered
entity has information, including a description of the methodology for such evaluation and information about
and documentation of the methods used to identify such characteristics in the data (such as through the use

of proxy data, including zip codes);
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1 (D) require each covered entity to submit to the Commission, on an annual basis, a summary report for
ongoing impact assessment of any deployed automated decision system or augmented critical decision

process;

(E) require each covered entity to submit an initial summary report to the Commission for any new automated

decision system or augmented critical decision process prior to its deployment by the covered entity;

e "...0 SEC. 8. RESOURCES AND AUTHORITIES

® The maximum civil penalty amount has increased from $43,792 to $46,517 for violations of Sections 5(l),
5(m)(1)(A), and 5(m)(1)(B) of the FTC Act, 7A(g)(l) of the Clayton Act and Section 525(b) of the Energy
Accessed ,FTC Publishes Inflation—Adjusted Civil Penalty Amounts for 2022 ,Policy and Conservation Act
10-9-2023, On this website;

https://www.ftc.gov/news—events/news press—releases/2022/01 /ftc—publishes—inflation—adjusted—civil-

penalty-amounts—2022
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@ 18 U.S. Code § 245 — Federally protected activities; (b)Whoever, whether or not acting under color of law,
by force or threat of force willfully injures, intimidates or interferes with, or attempts to injure, intimidate or
"interfere with— ...
@ Title VIl is a provision of the Civil Rights Act of 1964 which prohibits discrimination in virtually every
..... employment circumstance on the basis of race, color, religion, gender, pregnancy, or national origin.
Penalties for non—compliance: For intentional discrimination, employees may seek a jury trial, with compensatory
and punitive damages up to the maximum limitations established by the Civil Rights Act of 1991 according
the employer's number of employees: 15-100 employees, a maximum of $50,000; for 101-200 employees,
a maximum of $100,000; for 201-500 employees, a maximum of $200,000; and for over 500 employees, a
maximum of $300,000. Remedies of back pay, reinstatement, and retroactive seniority are available for all
, ,Title VII of the Civil Rights Act of 1964 ,types of discrimination, whether intentional or disparate impact
Accessed 10-9-2023, On this website;

https://www.shrm.org/hr—today/public—policy /hr—public—policy—

issues/pages/ftitleviiofthecivilrightsactof1964.aspx

() Fair housing complaints can be filed with the U.S. Department of Housing and Urban Development (HUD)
for up to one year from the incident, or with the Pennsylvania Human Relations Commission for up to 180
days from the incident. In addition, a lawsuit can be filed in Federal Court for up to two years. Discrimination
victims can be awarded out—of-pocket costs incurred while obtaining alternative housing and any additional
costs associated with that housing. Non-economic damages for humiliation, mental anguish or other
psychological injuries may also be levied. In cases tried before a HUD Administrative Law Judge, civil
penalties of up to $16,000 for a first violation, increasing to $65,000 for third violations, may be imposed. In
Accessed 10-9- , , cases brought by the Justice Department, the civil penalties can be up to $150,000.
2023, On this website;

https://www.equalhousing.org/fair-housing—topics/penalties—for—fair-housing-violations/
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