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Abstract

Information technology developed the “Block chain”: a computerized storage system distributed
in a dis-centralized way to register facts, transactions and addresses. Each transaction is sent to
a user. This system allowed the appearance of a “crypto currency”, an electronic currency far
from the official monetary institutions ‘control. The spread and circulation of this currency
between individuals through the network far from any governmental control services presented
a real challenge to the monetary law systems and to the criminal protection of the public funds.
Here we will face a big challenge when trying to regulate all crimes resulting from the use of
Blockchain technology, this technology has a high ability to prove and authenticate, but at the
same time, it has a high ability to maintain privacy, and achieve complete confidentiality of
transactions.
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“Blockchain is a database that stores records in a block (rather than collecting them on a single
table or paper). Each block is “linked” to the next block with a cryptographic signature shared
and collaborated between anyone with sufficient authority.”
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“In the context of criminal law, Bitcoins are often used as a method of payment to disguise the
origin of money illegally obtained®.”
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“Bitcoin is a decentralized digital currency that may be used to purchase goods and services

online, or traded on online exchanges for conventional currencies, including the U.S. dollar.
»(1).
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(MUnited States District Court, EASTERN DISTRICT OF TEXASSHERMAN DIVISION Case No. 4:13-CV-
4168 Judge Mazzant

http://www.law.du.edu/documents/corporate-governance/securities-matters/shavers/SEC-v-Shavers-No-4-13-
CV-416-E-D-Tex-Sept-18-2014.pdf.

@Eskandari, S., Barrera, D., Stobert, E., & Clark, J. (2015). A First Look at the Usability of Bitcoin Key
Management https://arxiv.org/abs/1802.04351Eskandari, Barrera, Stobert, & Clark, 2015).

@) https://www.justice.gov/usao-sdny/file/830616/download-visited on11.1.2020.

@WUNITED STATES OF AMERICA v. ROSS WILLIAM ULBRICHT DREAD -PIRATE ROBERTSSILK
ROAD SEALED DEFENDANT DPR | Find Law

https://caselaw.findlaw.com/us-2nd-circuit/1862572.html
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A record within an electronic network or distribution database functioning as a medium
for exchange, storage of value, unit of account, representation of ownership, economic rights,

(Mhttps://www.arabianbusiness.comon visited /2019/1/24 .

@ https://www.dubaifuture.gov.ae/ar/our-initiatives/global-blockchain-council

Gupta, V. (2017). BUILDING THE HYPERCONNECTED FUTURE ON BLOCKCHAINS.
Ghttp://www.snyar.net/
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or right of access or utility of any kind, when capable of being transferred electronically from
one holder to another through the operation of computer software or an algorithm governing
its use.
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