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Abstract

There is no doubt that proving cybercrimes is a complicated legal challenge, whereby such
crimes have shifted from tangible and physical environment into a virtual space, whereby
collecting physical evidence or identifying the perpetrator would require extensive legal and
technical expertise. Hence, the importance of depending on digital evidence becomes
apparent in proving criminal offences; as the digital evidence represents in general all of
what has been stored or transferred electronically such as electronic message, records of
access, and files. In order that this evidence is accepted, the required conditions should take
into account including collecting and storing evidence must be in accordance with specific
procedures that insure its safety and not to be tampered with, since any defect in the chain
of possession may lead to be excluded judicially. It is worth noting that modern legislations
play an important role in organizing electronic evidence methods. Several countries have
approved the legality of digital evidence when the required conditions are taken into
consideration; in both Arab and Western legislations. Thus, digital evidence represents a
crucial tool in proving cybercrimes provided that legal and technical regulations have been
strictly adhered to that insure its admissibility before judiciary.

Keywords: digital evidence, cybercrimes, computer.
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