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Abstract

Smart contracts and blockchain technology have evolved rapidly, reshaping digital
contracting systems through the automated execution of agreements without the need for
intermediaries. However, these contracts face both technical and legal challenges that hinder
their widespread adoption. Despite their security and transparency advantages, they remain
vulnerable to cyber threats such as reentrancy attacks and security loopholes, necessitating
technical measures to ensure their reliability. From a legal perspective, many jurisdictions
have yet to fully accommodate the nature of smart contracts, raising questions about their
enforceability, jurisdiction in case of disputes, and the applicable law. This study examines
the technical and legal frameworks of smart contracts, highlighting legislative gaps in the
Arab countries compared to jurisdictions that have established clear regulations, such as the
UAE and France. It also explores the practical applications of smart contracts in finance,
trade, and government services, offering recommendations to align them with modern legal
frameworks and enhance their secure and effective use.

Keywords: Smart contracts, blockchain, digital security, legal regulation, contract
automation.
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